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KEY BENEFITS OF NNT LOG
TRACKER ENTERPRISE™

» Compliance Made Easy
- Exceed requirements
of all major Compliance
Policies, including PCI DSS
and GCSx Code of Con-
nection

Enterprise Solution - All
server platforms, fire-
walls, intrusion protection
systems and other net-
work devices supported

Easy to Implement and
Use - Logs are auto-
matically correlated and
analyzed using pre-built
Compliance templates,
alerting you to significant
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NNT Log Tracker Enter-
prise™ provides a compre-
hensive and secure SIEM
solution for any compliance
mandate.

Event Log analysis is a key weap-
on in the fight against any cyber
attack. Identifying the method
and source of any attack al-
lows preventative measures to
be continually improved. This is
why all security policies place
log retention at their core.

PCI DSS compliance requires logs
to be gathered and reviewed
daily, and retained for at least
one vyear. Similarly for GCSx
Code of Connection Compliance
or CoCo - Audit logs recording
user activities, exceptions and
information security events are
to be retained for at least 6
months.

Log Tracker Enterprise™ from
NNT will gather and analyze
event logs for policy compliance
from all

»  Network Devices

»  Windows, Unix and Linux
servers

»  Firewall or IPS and IDS
devices

»  Email and Web Servers

» Database and Application
servers

» IBMiSeries and z/0S Main-
frames

But as an enterprise SIEM so-
lution, NNT Log Tracker Enter-
prise™ doesn’t stop there. All
event logs are analyzed and
correlated automatically, ap-
plying a comprehensive series
of rules pertinent to any secu-
rity or governance policy.

All other names and trademarks are property of their respective owners.

Security Incident Evaluation
Automated

Any breach of compliance will be
alerted immediately allowing pre-
emptive action to be taken before
a problem arises. Pre-Defined rules
templates allow you to be in con-
trol of compliance straight out of
the box.

»  All Security and Governance Pol-
icies supported via pre-packed
Compliance Rule Templates

»  Real Time Security Warnings i.e.
violation of file integrity moni-
toring rules

»  PCI DSS, SOX, 1SO27K and GCSx
Code of Connection standards
supported ‘out of the box’

» Web-based Dashboard and in-
tegration with Servicedesk as
standard

»  Powerful, keyword-based Event
Log mining for any combination
of devices/apps

»  Complete solution for Security,
Incident and Event Management
requirements

Log Tracker Enterprise™ allows
you to focus on true exceptions
and important events by masking
off the sometimes overwhelming
flood of logs. Use the pre-built
Compliance Templates then add
your own keyword and logic-
based correlation rules, allowing
you to manage what really mat-
ters to your organization from a
security and compliance stand-
point.
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Out of the Box Compliance Templates will preempt any breach of compliance rules,
for instance, User Account Monitoring, Virus and Network Attack monitoring, File
Integrity Monitoring and Configuration Change Monitoring.
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» Log Tracker Enterprise™ is a leader in SIEM (Security Incident and Event Manage- |
ment) technology. Compliance has never been easier or quicker. ArBNcATINN
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KEY BENEFITS
» log events are gathered directly from all servers » ‘out of the box’ Compliance Rule templates give you
and network devices, including IBM AS/400 and control of compliance within minutes of installation
even z/0S Mainframe
» any system or event log message can be correlated
» events are stored centrally in a secure log reposi- and mined using the powerful correlation rules engine
tory
» full auditing and reporting of incident and activity
» powerful analysis and correlation applied auto- audit trails will delight your auditor
matically in real-time to ensure Compliance and
pre-empt security problems
About NNT

NNT is a global provider of data security and compliance solutions, with a particular emphasis on PCI DSS. We are firmly focused on helping
organizations protect their sensitive data against security threats and network breaches in the most efficient and cost effective manner.
Our easy to use security monitoring and change detection software combines Device Hardening, SIEM, CCM and FIM in one integrated
solution, making it straightforward and affordable for organizations of any size to ensure their IT systems remain healthy, secure and
compliant at all times - NNT will safeguard your systems and data freeing you up to focus on delivering your corporate goals.

W: www.newnettechnologies.com

E: info@nntws.com
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